XS & Cockpit

XS LINK:

http://192.168.108.80:8080/sap/hana/xs/admin/

HANA Login X 4

€ O& 19216810880

SAP HANA

Logon

Copyright © 2016 SAP SE_ All ights reserved

Log in : system

Erren 402 Forbidde < %

The server refused (o fulfill the request. ?

Mot information about why Ihe request was refused may be Tound in tigiserver
logs

Log at hana studio :

Security>user->system—>and add role xs



http://192.168.108.80:8080/sap/hana/xs/admin/
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Verify using XSA Runtime client tool

Login to server using PuUTTY (or SSH) as <sysid>adm (eg: q80adm).
Login as XSA_ADMIN




#xs-admin-login

Check XSA CLI version

#xs version

Check if apps are installed and running
#xs apps ( or xs a )

you can open link: https://<ip host>:3##30/
https://192.168.108.80:38030/

%O Execution Engine
&L User Management

is Up and running

hitps//gez hena comS1984
hitps//gez hana comSIna

Hitps//oEz hene comSIaes
Hitps//oEz hana comS1Ia0S

Post Installation Checks

xsexecagent

Xsuaaserver

xscontroller

Access into your SAP HANA Platform Lifecycle Management to verify your System
Information (see attached screenshots below)

— Access into https://<ipaddress>:1129/Imsl/HDBLCM/<SID>/index.html

https://192.168.108.80:1129/Imsl/HDBLCM/80/index.html

login by user :<SID>adm



https://192.168.108.80:38030/
https://192.168.108.80:1129/lmsl/HDBLCM/80/index.html

B beps://172.31.31.64:1129/Imsl/HDBLCM/NDB/index.html#
SAP HANA Platform Lifecycle Management

View System Update System and Install or Update Configure System Configure Inter-Service | Add Additional Hosts
Information Components Additional Components J Landscape Directory Communication
Registration

) W & *®

Remove Hosts Uninstall Components

<

“View System Information”

“Hosts Information”

Verify XS Advanced Runtime Worker (xs_worker) is included
“Installed Components”

— Verify “SAP HANA XS Advanced Runtime” is installed with the right version (34)

€ @ PR hips//192.168.108.80:1129/Ims/HDBLCM/Q

I_ SAP HANA System Q80

SAP HANA System Q80

Version: 1.00.122 06.1485334242

ﬂi-

System Hosts Instalied
Information  Information  Components

Instance Number. 80
Installation Path: /hana/shared
Log Volumes Path. /hana/log/Q80
Data Volumes Path: /hana/data/Qs0
Database Mode' single_container - The system contains one database
System Usage: custom - System usage is neither production, test nor development
Inter-Service Communication: local
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Cockpit:

Cockpit LINK:

http://192.168.108.80:8080/sap/hana/admin/cockpit

XS Admin Tool X HANALogin s

€ O& 19216810880

SAP HANA

Logon

At hana studio add role at user system to cockpits:

sap.hana.admin.roles::Monitoring

sap.hana.admin.roles::Administrator



http://192.168.108.80:8080/sap/hana/admin/cockpit

And login agene :

XS Admin Tool Xl 1Q80) SAPHANA Cockpit X | 4

€ © 192.168.108.80

ISAP4 SAP HANA Cockpit - Q80

Manage Services Used Memory CPU Usage Disk Usage User Tables
Overall Database Status -

Sendees notruniing ) High Priority 2 I ™ ign priorty O

Sm—— ) (R e == eaumrorty O

Monitor Statements Manage Workload Threads Service Restarts Number of Dumps General Information Configure Alerts Manage Roles and
Classes Users

SAP HANA Versi
Long-Running 1485334242

Installation
n
Statements awe 45 8130117, 11:27 AM ™ &
Long-Running Platform Q ‘
Blocking Situations Blocked 0 Restarted Service 1 Dumps O Red Hat Enterprise Linu.

Since: /5117, 11:38 AM

SAP HANA Cockpit SAP HANA
for Offine Acministration i Documentation
Data dministration

. @

SAP HANA Application Lifecycle Manageme!

HANA Application Manage Products and | Manage Changes Transport HANA
Lifecycle Management § Delivery Units Content

&

SAP HANA Application Installation and Update
mAa o ® e «




DBCC

Setting up SAP DB Control Center:

At the beginning of each step, I’1l first show on (which system, A or B) this step is carried out.

Step 1: Download SAP HANA DBCC delivery unit from Software Downloads | SAP Support
Portal

A < B software Downloads Downloads db control center ® llq & & sarasuben (s0015740432

Q 8 Results Found / 8 Results Displayed

SOFTWARE CATEGORIES  AVAILABLE TO DOWNLOAD
AVAILABLE TO DOWNLOAD

il Multispanning: Packages that are larger than 4 GB will be packed in an archive, which is spit into 4 GB parts. Al archives need o be downloaded and unpacked. For more
details on muitispa d how to extract the multi-part exe archive on UNIX See SAP Note 886535

Items (7) i by
Selected ltems (0)
Name File Type Related Info

HANADECCO0P_9-70000079.ZIP Support Package B CONTROL CENTER 4 #
SPOO Patchg for SAP DB CONTROL CENTER 4 OS independent L Jatabase

HANADBCC00_8-7¢ 7 Support Pacl CONTROL CENTER 4 #
SPOO Patch8 for SAP DB CONTROL CENTER 4 S indep A gatabase

HANADECC10P_2-70000079.ZIF Support Package SAP DB CONTROL CENTER 4 #
SP10 Patch2 for SAP DB CONTROL CENTER 4 OS independent SAP HANA database

HANADBCC10_1-70000079.ZIP Support Package SAP DB CONTROL CENTER 4 4
SP10 Patch1 for SAP DB CONTROL CENTER 4 0OS independent SAP HANA database

HANADBCC11P_1-70000079.2IP Support Pack: P DB CONTROL CENTER 4 #

SP11 Palch1 for SAP DB CONTROL CENTER 4 end HANA database

HANADBCC11_0-70000079.2IP Support Package SAP DB CONTROL CENTER 4 #
SP11 Patch0 for SAP DB CONTROL CENTER 4 OS independent SAP HANA dalabase

HANADBCC12_0-70000078.ZIP Support Package SAP DB CONTROL CENTER 4 #
$P12 Patch0 for SAP DB CONTROL CENTER 4 OS independent SAP HANA database

() for validation only

Step 2: (A) Import SAP HANA DBCC delivery unit. After you import the DU successfully, you
should be able to see the package sap.hana.dbcc
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J& hdbstudio - SAP HANA Modeler - System: Q80 Host: 192.168.108.80 Instance: 80 Connected User: SYSTEM System Usage: Custom System - SAP HANA Studio

File Edit Navigate Window Help
New Alt+Shift+N >

Project Run
Quick Access| !
Open File...
= =7 Qui ew 53
Open Projects from File System... ] =7 Quick Viev

Close Ctrl+W Filter values

Close All Ctrl+Shift+W

Last Update: Sep 7, 2017 9:56:50 AM % | (B> Interval: |60 v | Seconds| [ |
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»
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% Delivery Units
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Start Time

Sep 6, 2017 9:22:27 AM
Sep 6, 2017 9:22:13 AM
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Sep 6, 2017 9:22:18 AM
Sep 6, 2017 9:22:29 AM

Sep 6, 2017 9:23:32 AM
Sep 6, 2017 9:30:35 AM
Sep 6, 2017 9:22:36 AM
Sep 6, 2017 9:26:56 AM
Sep 6, 2017 9:29:28 AM

v =5

ProcessID  CPU

Configure Import Server
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11180

Data Provisioning

11696

Import

11366

Export

11203

11321

9 Mass

11698

& Migrate

12562

Validate

11368

12566
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= Joblog 2

Current | History

Job Type

Activate

Redeploy

Auto Documentation
Switch Ownership
Change Authoring Scher
Schema Mapping
Maintain Package Specif

2 Repair Dependencies

Submitted #




Search H50 (SYSTEM)
| §§aso =2

"' [@®aso

192.. 80

(SYSTEM)
v [ Q80 (SYSTEM)
#, Backup
= Catalog
Content

Overview | Landscape

= A Services | Hosts | Redis]
= Provisionin

v (= Security Active Host

] Security
31 Users
37 Roles

qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co
qaz.hana.co

1 e v R e e R

<

Import

Select

Choose import wizard.

Select an import wizard:

type filter text

= General
Install
Plug-in Development
Run/Debug

= SAP HANA
SAP HANA Content
£y Data from Local File
£y Delivery Unit
g2y Developer Mode
g3 Mass Import of Metadata
23 SAP NetWeaver BW Models
g3 Selective Import of Metadata
Team
XML

Cancel

[T T

<

[T Properties 53

Selected:

Number of Usages:

Tune  lleed In ‘

Properties are not available.

Joblog %
Current | History

Job Type

Quick Access
Quick View 23
Filter values
v SAP HANA Modeler

% Delivery Units
f# Generate Time Data
#3 Configure Import Serve
£) Data Provisioning
Import
Export
# Mass Copy
Migrate

Validate

B
()
© Activate
©

Redeploy

Auto Documentation
2] Switch Ownership
-2 Change Authoring Schen
£] Schema Mapping
'54; Maintain Package Specif
@ Repair Dependencies
¥ Delete Inactive Objects

>

2 | Be| B| % Y= E

Submitted A




% Import Through Delivery Unit

Select File

Select the required file to import content objects,

Select file

Senver @ Client

File: N |\ DE CC.tqz

Actions
| Owerwrite inactive versions

| Activate objects

Object import simulation

Object name Package name

sap.hana.dbcc
sap.hana.dbcc
sap.hana.dbcc
sap.hana.dbee

< Back lext = Finish | | Cancel

Step 3: (A) Configure xsengine.ini

section scheduler: enabled=true Since SAP DB Control Center uses XS job scheduling to monitor
the statuses of various databases, you need to enable the scheduler first.

section httpserver: sessiontimeout=3600 It's optional. You set this parameter in order to
increase the time of session timeout.



https://blogs.sap.com/wp-content/uploads/2014/12/4__617427.png

4 |[5| xsengine.ini
> [1 application_container
» [ 1 communication
> [1 geocoding
a [ 1 httpserver
listenport 35(SAPSYSTEM)OE
Maxsessions 50000
maxthreads 200
> [1 persistence
» [1 pythentrace
row engine
[ 1 scheduler
enabled

Step 4: (A) Grant the following roles to the SYSTEM user

sap.hana.dbcc.roles::DBCCAdmin (extends role sap.hana.dbcc.roles::DBCCUser)
sap.hana.uis.db::SITE_DESIGNER
sap.hana.xs.admin.roles::HTTPDestAdministrator
sap.hana.xs.admin.roles::JobAdministrator
sap.hana.xs.admin.roles::RuntimeConfAdministrator
sap.hana.xs.admin.roles::SQLCCAdministrator
sap.hana.xs.admin.roles::TrustStoreAdministrator
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& SYSTEM

Authentication
Password
Password™ Confirm™:

Kerberos

Valid From; Dec 30, 2014 2:41:44 PM GMT+08:00 | Valid Until;

Session Client:

Granted Roles | System Privileges Object Privileges Analytic Privileges Package Privilege
= X

Role Grantar

AFLPM_CREATOR_ERASER_EXECUTE SYS
COMNTENT_ADMIN S5
MODELIMG S¥S
PUBLIC S5
sap.hana.dbcc.roles:DBECCADmin _5¥S_REPO
sap.hana.uis.db:SITE_DESIGMER _5¥S_REPO
sap.hana.xs.admin.roles:HTTPDestAdministrator _SY5_REPO
sap.hana.xs.admin.roles:lobAdministrator _SYS_REPO
sap.hana.xs.admin.roles:RuntimeConfAdministrator _5¥S_REPO
sap.hanaxs.admin.roles: SQLCCAdministrator _5¥S_REPO
sap.hana.xs.admin.roles: TrustStorefAdministrator _SYS5_REPO

@
@
7
B
'i‘
@
F
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@
@
F

Step 5: (A) Create the user DCC_ADM and grant the following roles. DCC_ADM is the
administrator of SAP DB Control Center.

e sap.hana.admin.roles::Monitoring
e sap.hana.dbcc.roles::DBCCAdmin
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4 DCC_ADM

Authentication

Password
Password™ Confirm™ |

[ Kerberos

Walid From: Dec 30, 2014 3:2%:01 PM GMT+08:00 FE Valid Until:

Sezzion Client:

Granted Roles | System Privileges Object Privileges Analytic Privileges  Package Privileges Applis
+ X 2o~
Role Grantor

5YS
B sap.hana.admin.roles:Monitoring _SYS_REPO
[§ sap.hana.dbcc.roles:DBCCAdmin _5Y5_REPO

Step 6: (A) Create the user DCC_COLLECTOR and grant the following roles.
DCC_COLLECTOR is in charge of collecting statuses of various databases.

e sap.hana.admin.roles::Monitoring
e sap.hana.dbcc.roles::DBCCAdmin

i DCC_COLLECTOR

Authentication
Paszword

Password™ o Confirm*: |

[ Kerberes

Valid Fram: Dec 30, 2014 3:33:22 PM GMT+08:00 FE Valid Until:

Session Client:

Granted Roles | System Privileges. Object Privileges  Analytic Privileges Package Privileges .
- X

Grantor

_S¥5_REPO
SY5 REPO
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Step 7: (A) Create the user DCC_USR and grant the following roles. DCC_USR is the user of
SAP DB Control Center.

e sap.hana.admin.roles::Monitoring
e sap.hana.dbcc.roles::DBCCUser

§ DCC_USR

Authentication

o | Password
a

Paszword™

Kerberos

Walid From: Dec 30, 2014 3:35:27 PM GMT+08:00 | Valid Until;

Session Client:

Granted Roles | Systern Privileges Object Privileges  Analytic Privileges Package Privile

Grantor

Step 8: (A) Grant application privileges to the role sap.hana.dbcc.roles::DBCCUser

1. Visit http://<hostname>:80##/sap/hana/uis/clients/role-
editor/RoleEditor.html?scenario=onPremise

http://192.168.108.80:8080/sap/hana/uis/clients/role-
editor/RoleEditor.html?scenario=onPremise

2. Logon with the SYSTEM user

3. Select the role sap.hana.dbcc.roles::DBCCUser
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« C | [ hcp.pvgl.sap.corp:8002/sap/hana/uis/clients/role-editor/RoleEditor.html?scenario=onPremise#/roles/sap.hana.dbcc.roles:DBCCUser/assignment/catalogs

Roles (69)

Search Q C sap.hana.dbcc roles::DBCCUser

S A L e e

sap.hana.xs.Im.roles::SLP_CT...

N Catal G
sap.hana.xs.Im.roles::Display S e

Assigned Catalogs
sap.hana.xs.Im.pe.roles::PE_E... . q

sap.hana.xs.Im.roles::SLP_CT... ame
sap.hana.xs.Im.roles::ExecuteT...
sap.hana.xs.Im.roles::Developer
sap.hana.xs.Im.pe.roles::PE_A...
sap.hana.xs.Im.roles::Develop...
sap.hana.xs.Im.pe.roles::PE_A...
sap.hana.xs.Im.roles::Administr...

sap.hana.admin.roles::Monitoring

sap.hana.admin.roles::Administ...

sap.hana.dbcc.roles::DBCCUser

sap.hana.dbcc.roles:DBCCAG...

4. In the “Catalogs” tab, assign the catalog “SAP DB CC”

Role Assignment

Search

Privileges

No data
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Assign Catalogs

Search Q.

SAP HANA Administration and Monitoring

SAP DB CC

Manage Profile

SAML Configurations

SMTP Configuration

Trust Manager

X5 Admin Artifact Administration

X5 Job Dashboard

User Self Service

Web Dispatcher Administration

OK Cancel

5. In the “Groups” tab, assign the group “SAP DB Control Center”



https://blogs.sap.com/wp-content/uploads/2014/12/11_617466.png

Assign Groups

Search Q.

o i SAP DB Control Center

SAP HANA Administration and Monitoring

Step 9: (A) In SAP HANA Studio, use “Add system with different user” to logon system A with
new created users DCC_ADM, DCC_COLLECTOR and DCC_USR in order to change their
passwords. You’ll be asked to change your password. It’s easy to understand and it’s the same in
our daily life. Since SYSTEM (the administrator) created these users, SYSTEM knew their
passwords. They need to change their passwords.

Configuration and Monitoring

&b Lifecycle Management
Backup and Recovery
Security

EM  Open SQL Console
T2 SAP HANA Modeler
#  Remove

Log Off
# Refresh Fa

Properties Alt+Enter

Step 10: (B) Create the technical user SAPDBCC in the monitored database and grant the
following roles.

e sap.hana.admin.roles::Monitoring (This role is necessary for the cockpit)
On every SAP HANA system you will monitor with SAP DB Control Center, create an

SAPDBCC user account, grant it monitoring privileges, and add the SAPDBCC account to the
SQL connection configuration (SQLCC) in SAP HANA XS.
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4 SAPDBCC

Authentication

| Password

Password™ Confirm™: |

Kerberos

Valid From: Dec 30, 2014 3:56:34 PM GMT+08:00 | Valid Until:

Session Client:

Granted Roles | System Privileges  Object Privileges Analytic Privileges  Package Privileges  Application

Step 11: (B) In SAP HANA Studio, use “Add system with different user” to logon system B with
new created user SAPDBCC in order to change the password.

Configuration and Monitoring

&b Lifecycle Management
Backup and Recovery
Security

EM  Open SQL Console
T2 SAP HANA Modeler
#  Remove

Log Off
# Refresh Fa

Properties Alt+Enter

Step 12: (B) Configure dbccuser.xssglcc (SQL connection configuration, can be used for
anonymous connection)

1. Visit http://<hostname>:80##/sap/hana/xs/admin/
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2. Logon with the SYSTEM user (SYSTEM needs to have the role
sap.hana.xs.admin.roles::SQLCCAdministrator)

3. Go to package sap.hana.admin.dbcc -> Select dbccuser.xssqlcc -> Input the username
(SAPDBCC) and password -> Save

Kale Azzignment

- o
€ © 192.168.108.80

e
eliq 8 O ¢ A O =
&4 = v ~

@ a% svstem

age sap hana admin dbce

1 Anonymous connection for DRCC collection
« Not Set
by Not Set

ot Appiicable

[ I < cp.pvgl.sap.corp:8002/sap/hana/xs/admin/#/package/sap.hana.admindbcc/sqlec/dbecuser

L o Application Objects @]

SQL Connection Details
Search QT
If sap hana admin  dbec I dbccuser.xssqlce

~ Packages

Package: sap.hana.admin.dbcc
plugin

Description: Anonymous connection for DBCC collection

Username: | SAPDBCC
~ SQL Connection Configurations

Password ‘

I dbccuser.xssqicc

ssigned by: Not Set
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Step 13: (A) Add trust store

1. Visit http://<hostname>:<port>/sap/hana/xs/admin/

2. Logon with the SYSTEM user

3. Select “Trust Manager”

4. Add the trust store SAP_HANA_ DBCC

x s e x

« C [ [ I i <p.pvgl sap.corp:B002/sap/hana/xs/admin
=

g XS Artitact Administration

Trust Store ;| SAP_HANA_DBGC

Own Certificate Certificate List
2 | SAP_HANA_DBCC
2, Trust manager | = =

The Own Certificate section shows the details of the certificate used to au
used to secure the communication between the HANA server and other tru
(2] s Job Dashboara @ SAML Own Certificate Details

@ SAPLOGON

sled servers.

validity: Validity - NotBefore: Sun Oct 10 22:29:04 2010 (101010142904Z)
MotAfter: FriJan 1 08:00:01 2038 (3801010000012)

Algorithm: RSA (OID 1.2.840.113549.1.1.1)

Impart Certificate  Certificate Actions.

Step 14: (A) Configure ScheduleCollections.xsjob, collect the APCA (Availability, Performance,
Capacity, Alerts) data periodically. XSCron * * * * * * () means the job run every minute and, in
addition, at the Oth second in the specified minute.



http://cesappvm04.dhcp.pvgl.sap.corp:8002/sap/hana/xs/admin/
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Select “XS Artifact Administration” -> Go to package sap.hana.dbcc.collections -> Select

ScheduleCollections.xsjob -> Input username (DCC_COLLECTOR) and password -> Select
“Active” -> Save Job

<« C | [) I  hcp.pvgl.sap.corp:8002/sap/hana/xs/admin/#/package/sap.h

s B
P$ XS Artifact Administration « Application Objects ¢ XS Job Details
Search

QT

Isap hana dbcc collectlonsl Job Details Configuration

&‘ Trust Manager w Jobs

User: Start Time:
ScheduleCollections xsjob
XS Job Dashboard DCC_COLLECTOR

Password End Time:

Session Timeout (s):
English (en) 0

Active:

i

Schedules View Logs

D XsCron Parameter Planned Time Status Start Time Finish Time Time Taken (s)
ACTIVE
Description: Collects APCA from remote systems if it is time to do so
Origin: DESIGNTIME
Changed By
Changed At

Save Job  Add Schedule  Edit Schedule Delete Schedule

Step 15: (A) Configure Maintenance.xsjob, perform maintenance on the message queue

periodically. XSCron * * * * * * () means the job run every minute and, in addition, at the Oth
second in the specified minute.

Select “XS Artifact Administration” -> Go to package sap.hana.dbcc.maintenance -> Select

Maintenance.xsjob -> Input username (DCC_COLLECTOR) and password -> Select “Active”
> Save Job
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Step 16: (A) Access SAP DB Control Center

1. Visit http://<hostname>:80##/sap/hana/dbcc

2. Logon with DCC_ADM

C' | [N i cp.pvgl.sap.corp:8002/sap/hana/uis/clients/ushell-app/shells/fiori/FioriLaunchpad.htmiZsiteld=sap.hana.dbcc|sapdbce

Q2% bccaom v
SAP DB Control Center

Launch System Launch Alert Monitor || Start & Stop Systems

Monitor Enterprise SCC Online Help
Directory

Health

Systems in Enterprise Systems stopped Systems Running
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monitor
“Cockpit Host
192.168.108.80 g

*Cockpit Port

8080

et Password

“Cochpit Montorning Login

“Cockpit Monntonng Password

Login by : SAPDBCC----->ADMINadmin80

That’s it. Till now we’ve set up our SAP DB Control Center. In the next document Step by step tutorial — setting up
SAP DB Control Center in SAP HANA SPS 09 (part 2), let’s have a look how to use SAP DB Control Center to

start/stop/monitor databases.
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Supported archive type: gz

5: browse location shine:




G Stepbysteptutorial -+ X € SAPHANAAcademy - X = SAPHANA Applicatior X XS Admin Tool

€ O& 19216810880

Confirm Import of Delivery Unit

Delivery Unit Details
tame HCO_DEMOCO
vendor sapcom
Objects Test Import Resuit
Status  Object Type
project
xsaconss
rsapp
xsprhileges
nit
jsatscope

Qet_appicason..  hdbprocedure

Package
sap hana democonts.
sap hana democorte.
saphana democonte.
saphana democonte.
s3p hana democonte.
s3p hana democonte

s3p hana democante.

X | () Speechestnetby Qokls X | 42} 192168.16.5/k0gin
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Checking Prerequisites

Please check Section 5 of this guide for the complete list of
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